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SUMMARY

Two in five respondents (40%) report their
senior management is more concerned
about IT service outages than they were
12 months ago. Only 9% say their senior
management Is less concerned.

Networking/connectivity issues (29%)
are the most common cause of IT service
outages that have affected respondent
organizations in the past three years.

IT system/software (22%) and power
issues (19%) are other common causes.

Two-fifths of respondents (39%) say their
organization has experienced an outage

due to human error in the past three years.

Among those that have, 59% say the root
cause was data center staff failure to
follow procedures.

A total of 43% of data center owner/
operators perform pull-the-plug testing

on their backup power systems more than
once a year, while another 43% report they
do so once per year.

ABOUT THIS SURVEY
Uptime Institute’s Resiliency
Survey was conducted between
February 17, 2025 and March 24,
2025 and had a total of 970 data
center industry respondents.

This report is based on the
results from 507 data center
owner/operator respondents.

IT service reliability concerns
|. Would you say your senior management is more concerned about IT service outages, less
concerned, or is their level of concern the same as it was 12 months ago? (n=450)
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Most common causes of IT service outages (past three years)
Il. In your experience, which of the following issues has been the most common cause of any IT
service outages that may have affected your organization over the past three years? (n=449)

Networking/connectivity-related issues 29%

IT system/software-related issues 22%

Power-related issues 19%

Third-part: ice-
! party IT service-related 8%
issues

Cooling related- 6%
issues

Other 4%

We haven't had IT service outages 10%
over the past three years o
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Root causes of human error-related outages
lll. Over the past three years, has your organization experienced a significant, serious, or

severe outage(s) that was caused by human error? If so, what were their most common
causes? (n=430)

Data center staff failure to follow procedures 59%

LYW Preventative maintenance frequency issues

48%

&P/ Data center design issues or omissions
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Public cloud resiliency for IT workloads

IV. Do you think public cloud is resilient enough to run all of your organization’s mission
critical IT Workloads, run most of them, run only some of them, or is public cloud not
resilient enough to run any of your organization’s mission-critical IT workloads? (n=448)
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Power demand management

V. Does your organization participate in a power demand management program that provides power to an
electrical utility when it is requested? (n=405)

46%
26%
22%
6%

Yes Used to, but No, but No, and

no longer plantoin have no

participates the future plans to

if available do so
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Pull-the-Plug testing of backup systems
VII. Regarding your organization’s largest data center, do you perform pull-the-plug testing of its backup
power systems? (n=423)

W Yes i No

. Don’'t Know

63% 65%

\5.8%/\61% 61%

30% 0 29%
25%/-Nb% . :
12% 12% 9% 10% 10%
2021 2022 2023 2024 2025
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Backup emergency power generators

VL. In the past year, has your organization used its backup emergency power generators to power a data center
due to a loss of power or grid instability? (n=403)

Don’t Know

No
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Pull-the-Plug testing frequency
VIII. How often do you perform pull-the-plug testing at your largest data center? (n=258)

Monthly 16%
Quarterly 12%
Every six months 15%

Once a year 43%

Y738l Once every two years

IV Other (please specify)

IA798 Don't know
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Owner/Operator Respondent Demographics

Respondents’ location (n=507)

US & Canada

e

Europe

Africa

Latin America

Middle East

D

China

Asia and Pacific
(excluding China)

Digital infrastructure environment (n=507)

52%
Enterprise data center
owner / operator

17%

Colocation provider

11%
Data center design
or engineering firm

4%

Vendor / product supplier

8%

Cloud / hosting provider
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8%

Other

Verticals (n=507)
Colocation / multi-tenant data centers

21%

Telecommunications

Financial

Technology
11%
Design and Engineering
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Software and/or Cloud Services
5%

Data Center Equipment Supplier
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Utilities/Energy
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Healthcare/Pharmaceutical
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About Uptime Institute

Uptime Institute is the Global Digital
Infrastructure Authority. Its Tier Standard
is the IT industry’s most trusted and
adopted global standard for the proper
design, construction, and operation of
data centers — the backbone of the digital
economy.

For over 25 years, the company has
served as the standard for data center
reliability, sustainability, and efficiency,
providing customers assurance that their
digital infrastructure can perform at a
level that is consistent with their business
needs across a wide array of operating
conditions.

With its data center Tier Standard &
Certifications, Management & Operations
reviews, broad range of related risk and
performance assessments, and accredited
educational curriculum completed by
over 10,000 data center professionals,
Uptime Institute has helped thousands

of companies, in over 100 countries to
optimize critical IT assets while managing
costs, resources, and efficiency.

Uptime Institute is headquartered in New
York, NY, with offices in Seattle, London,
Sao Paulo, Dubai, Singapore, and Taipei.
For more information, please visit www.
uptimeinstitute.com

All general queries:
Uptime Institute

405 Lexington Avenue,

9th Floor, New York,

NY 10174, USA

+1212 505 3030

info@uptimeinstitute.com
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